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ABSTRACT

Endpoint security has become a critical concern in safeguarding enterprise infrastructures against advanced and persistent cyber threats.
Traditional antivirus solutions are no longer sufficient to defend against ransomware, fileless malware, and living-off-the-land (LotL)
attacks [7], [10], [18]. Endpoint Detection and Response (EDR) systems have emerged as a vital Défense mechanism, providing real-
time monitoring, behavioural analytics, and automated response [1], [4], [12]. However, challenges such as high false-positive rates,
limited artificial intelligence (Al) adaptability, and inadequate detection of stealthy attacks persist [9], [17], [25]. To address these
limitations, this study explores the integration of behavioural biometrics-driven continuous authentication with EDR frameworks,
enhancing security in remote work environments [3], [11], [20]. By capturing user-specific behavioural traits such as keystroke dynamics
and mouse movements, and combining them with Al and Zero Trust architectures, the proposed approach strengthens anomaly detection,
minimizes false alerts, and ensures adaptive Défense [14], [22], [30].
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1.Introduction

The rapid digitization of business processes, coupled with the expansion of remote and hybrid work environments, has
significantly increased the attack surface for enterprises [11], [20], [27]. Cybercriminals now employ sophisticated
techniques such as advanced persistent threats (APTS), fileless malware, and LotL attacks that can easily bypass traditional
security solutions [10], [18], [26].

According to recent industry reports, global cybercrime damages are expected to exceed $10 trillion annually by 2025,
emphasizing the urgent need for more robust endpoint security mechanisms [14], [30].Endpoint Detection and Response
(EDR) has evolved as a next-generation Défense system, moving beyond signature-based antivirus by incorporating
behavioural analytics, machine learning, and automated remediation [1], [4], [12].

EDR tools continuously monitor endpoint activities, enabling real-time detection of anomalies and rapid response to active
threats [8], [15], [21]. Unlike traditional defences, EDR can identify fileless and insider attacks through advanced telemetry
analysis [6], [16], [22]. However, despite their efficiency, EDR systems still face critical challenges such as

false positives, scalability issues, and limited integration with adaptive frameworks like Zero Trust and Extended Detection
and Response (XDR) [8], [20], [28].
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One promising enhancement to EDR is the integration of behavioural biometrics, a technology that leverages unique human
behavioural patterns (e.g., keystroke dynamics, mouse movement, and touchscreen interactions) for continuous
authentication [2], [7], [19]. Unlike static credentials or physical biometrics, behavioural biometrics operate passively and
unobtrusively, enabling persistent monitoring without compromising user experience [5], [13], [22].

In remote work scenarios, this approach can provide an additional trust layer to endpoint Défense by continuously verifying
user legitimacy while reducing reliance on single-point authentication [3], [11], [20].The convergence of EDR with
behavioural biometrics, supported by Al-driven models and Zero Trust architectures, offers a proactive Défense mechanism

capable of addressing stealthy attack vectors and minimizing false alerts [9], [17], [25].

This study investigates the potential of such an integrated approach for enterprise endpoint protection, aiming to enhance
anomaly detection, improve resilience against advanced threats, and ensure compliance with modern data privacy standards

[16], [24], [31].

2. Literature Review

Table 1 — Literature Review

No

1

Publisher/Year

IEEE Trans. on Info
Forensics and
Security, 2024

J. Info Security and
Applications, 2023

ACM Trans. on
Privacy and
Security, 2024

Future Generation
Computer Systems,
2024

Expert Systems
with Applications,
2023

Title of Paper

Continuous
authentication using
keystroke and
mouse dynamics
fusion in enterprise
systems

Zero Trust
integration with
endpoint detection
and response for
hybrid work
environments

Adversarial machine
learning attacks and
defenses in endpoint
security models

Behavioral
biometrics for
frictionless multi-
factor authentication
in cloud workplaces

Explainable Al for
endpoint detection:
Improving trust in
automated threat
response systems

Research Objective

Improve continuous
authentication using
keystroke and mouse
fusion

Explore Zero Trust
integration with EDR
in hybrid
environments

Analyze adversarial
attacks and defenses
in EDR models

Implement behavioral
biometrics for MFA
in cloud

Enhance trust via
explainable Al in
endpoint detection

Methods

Experimental
evaluation on
enterprise datasets

Case studies and
simulations

Theoretical analysis
and experiments

Simulation and
prototype
implementation

Design and testing of
XAl models

Limitations

Limited to
enterprise
scenarios

Focused on
hybrid work
only

Limited
model types
studied

Cloud-
specific, not
generalizable

Limited
dataset
diversity



International Journal of Advance Research Publication and Reviews, Vol 2, no 10, pp 106-115, October, 2025

108

L]

Computers &
Security, 2013

I. Computer
Virology and
Hacking
Techniques, 2024

1. Metwork and

Compnuter
Applicetions, 2025

I. Cybersecurity
Fuazearch and
Practice, 2024

Pattern Facognition
Letters, 2023

IEEE Access, 2024

Int. I. Info
blanagement Diata
Inzights, 2024

Enowledze-Bazed
Syetarne, 2013

Hournan-Captric
Computing and Infa

Sciences, 2024

Privacy-preserving
hehavioral
biometrics for
campliance with
GOPE in enterprise
nenyorks

Diatazet challanges
for benchmarking
EDE: and behaviaral
analytics tools

Cross-platform
endpoint protection
uzing behavioral
biametrics in
Windows and Linusx
DyEtems

A comparative shady
of XDF. and EDE
solutions in
mitigating advanced
parzistent thragts

Monse dyvnarmics for
anornaly detection
in online
Examination and
antarprize
Authentication

AT-emhancad thraat
Inmting in Zero
Trust endpoint
EAVIDOHILET:.

Scalabls behavioral
biometTic
authentication for
large enterprize
deployments

Federated leaming
for endpoint
anornaly detection
with privacy
presenyation

Balancing usability
and  sECWNiTY i
confimaous
behavioral
henticati
Syatems

Enable privacy-
preserving hehavioral
biometrics for GDEE
complizncs

Idantify challenges in
EDF. benchmarking
datzzats

Evaluate cross-
platform behavioral
riomeirics protection

Compare 3D v
EDFE: for APT
mitigation

Uze mouse dynamics
for anomaly detection

Ernhanca thraat
huntimg with ATin
Zero Trost

Enahle scalahls
behavioral
henticati

Apply fedaratad
leaming for ancemaly
detection whila
PIESETVIRE privacy

Cptimize  usability-
security tradeotd

Alzorithm desien and

Diatazat analvsiz and
Teview

Experimental
evaluation on
Wmdows Limox

Comparstive anakyzis

Experimental studies

in exam/enterprize

AT alzorithm
—_ -

Pratotype deplayvinant
on enterprize scale

Federated learning
Experimeants

Tlzar sudy  and
sirmulations

Foous on
GDEE.
regions oaky

Limi

reviewad

Limited O3
COVErags

Focus an
zelectad
vendors onky

Diataset size
Llirmited

Limited real-
world
deplayment
tezted

May not
genaralize ta
small
organizaticms

Comnnricat
on overhead
i=5ues

Lirnited
sample ziza



International Journal of Advance Research Publication and Reviews, Vol 2, no 10, pp 106-115, October, 2025

109

13

14

17

12

1%

[
[

ACH Computing
Sarveys, 20214

1. Cyberzacarity and
Privacy, 2024

Compuarers &
Seoarity, 2023

Int. T. Info Security,
2024

I. Metmwork and

Computar
Applicztions, 2024

Int. T. Info
Technalogies &
Secarity, 20235

IET Biometrics, 2012

A survey on the
integration of Zaro
Trast architecture
with Al-driven
endpoimt detection

Eehavioral
biometrics for
contimious
hertication in
TEmatE wWork
BHVITONIENTS

Eeyziroks
dypamics and
TOUES MOV ement
analysis for
anornaky detection
in endpoint

Al-driven
bahavioral
profiling for
proactive thraat
detaction in Temote
acCess syslems

TrteETating
behavioral
bismetrics with
adaptive secuarity
policies for
Tesilient
cvhersenurity

Agvanced
bahavioral
analytics for user
authentication and
anomaly detection
in enterprise
netwarks

Dietection of
bahavioural
baseline deviztion
in endpoint usage
through mouze
dymamics analy=iz

Intruzion detection
u=ikE monss
dymamics

Survey mtegration
of Zero Trast with
Al for endpoint
sRCLriny

Implement
bahavioral
biometrics in
TEmate work
aunthentication

Use kevstroke and
mouse anatysis for
anamaly detection

Davelop AL
behaviaral
profiling for
proactive threat
detection

Corphine
behavioral
biometrics with
adaptive policies

Apply behavioral
analyrics for

authentication and
anomaly detaction

Dietect deviations
in endpaint
behavior using
maouse dynamics

Dietect intrasians
via monse

behavior pattams

Literatura raviaw

Smoalation and
ayvaluation

Experimental
evaluation

Alzorithm desizn and
tesiing

Policy sinmlation and
anahyzis

Amnabytics framenork
testing

Ilouze dynamics
Experimmants

Experimentsl

Survey may miss
latest ungablizhed
shdies

Limited to remote
work zetup

Diatazet size may be
Lirmited

Limited netwark
environments tastad

Facus on specific

policy scenarios

Limited netorark
hpes

Limited to desktop
usage

Small user zample



International Journal of Advance Research Publication and Reviews, Vol 2, no 10, pp 106-115, October, 2025

110

No

I Bledical Systems,
2022

ACH Computing
Surveys, 2024

Expart Systerns with
Applications, 2023

1. Cvbersecurity,
2025

Expert Systam: with
Applications, 2021

Crowd®irike Blog,
2023

Int. . Swatagic
Nlarketing Practice,
2024

Fortinat
Cyhersacarity
Glozzary, 2024

Publisher/Year Title of Paper

2.1 Research Gap:

1.

Tlzar

—
method bazed an
kzrvstroke
dynamics amd
mause dynarmics in
hybrid scenes

Nlouze dvnarmics
behavionral
biometrics: A
mrvay

Cognitive
behavioural
characteristics
identification for
cvbemenmity

Al-hased
cyvhersecurity
framewarks for
T&-enzbled virhzal
therapy platfiorms

An zpproach to
datect user
behavior
anorpaliss within
touchscreen-based
TyEtems

Al-powerad
behavioral analyzis
in cybeTsenumity

Consumest
Behawior Analysiz
in the Age of Big
Diara for Effective
hlarketing
Soategies

Intellizence (AT} n

Cyhersaourity

AI/ML Integration Limitations

Research objective

Caombine Simulation
keyvatrake and ETpETImENTE
nnoase for hylarid

hemticati
Survey mouse Literaturs survey
dynamics for
behavioral
biomefrics
Identify cognitive-  Experimentzl and
behavioral traits cognitive analyaiz
for security
Dievalop AI Framework design
frameworks for TG and simmlation
wirtual therapy
Distect anamalies Enperirnantal
in touchscreen- evaliation
bazed systams
Creervien of AT Case stodies and
behavioral analyzis  examples
Analvee conswrper  Diata analyiics and
behavior uzing big  casa smdies
data
Diefine AT Conceptal overview
applications in
cyvharsecurity

Methods

Limited hyvhrid
anvirpnment
COverzgs

Survey ruay not
inclode unpublished
methods

Fooas on salected
coghitive modals

Limited to 76 virtazl
therapy Context

Focuzad on
touchacreen devices
oaly

Non-peer-reviewad
blaz content

hlarksting-focuzed
not cyberzenurity

High-level overview,
nat empirical

Limitations

Existing EDR solutions rely heavily on static detection and limited machine learning models, which are often ineffective
against zero-day and polymorphic attacks [7], [15], [23]. Research lacks adaptive frameworks that continuously evolve
with threat landscapes [11], [20], [27].

2.

Insufficient Detection of Fileless& LotL

Fileless malware and LotL techniques bypass traditional defenses by exploiting legitimate system processes. Few

frameworks provide robust, real-time detection mechanisms for these stealthy attack vectors [10], [18], [26].
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3. High False Positive Rates

Many EDR systems generate excessive false alerts, leading to alert fatigue and reduced efficiency of security operation
centers [9], [17], [25]. Optimized Al-driven methods to balance accuracy and efficiency are still underexplored [19], [22],
[30].

4, Lack of Standardized Datasets

Benchmarking and comparative evaluation of EDR solutions remain inconsistent due to the absence of publicly available,
standardized datasets for endpoint activity and behavioral biometrics [11], [21], [30].

5. Limited Integration with Zero Trust & XDR

While Zero Trust and XDR frameworks offer holistic protection, research on their seamless integration with EDR and
behavioral biometrics is minimal, leaving a gap in unified, multi-layered defense strategies [8], [20], [28].

6. Privacy & Compliance Concerns

Continuous behavioral monitoring raises data privacy and compliance challenges, particularly under GDPR and other
global regulations [16], [24], [31]. More research is needed to establish privacy- preserving behavioral analytics models.

7. Scalability in Large Enterprises

Most studies on behavioral biometrics and EDR integration focus on small or controlled environments. Large-scale
enterprise deployments face scalability challenges, including high data volume, latency in anomaly detection, and increased
resource consumption [6], [12], [19].

8. Adaptive Adversarial Evasion

Attackers increasingly use adversarial machine learning techniques to manipulate or bypass Al/ML- driven security
systems. Research into robust EDR models resilient against adversarial evasion is still limited [14], [22], [25].

9. Cross-Platform and Hybrid Environment Challenges

Remote work often involves a mix of Windows, Linux, macOS, and mobile devices. Current EDR and biometric systems
show limited cross-platform consistency, reducing effectiveness in hybrid environments [5], [13], [21].

10. User Experience vs. security Trade-off

Continuous authentication via behavioural biometrics must balance security and usability. Existing solutions often increase
false re-authentication prompts or latency, which may hinder user productivity [2], [7], .

11. Insufficient Explainability of Al Models

Many Al-driven EDR and biometric systems operate as “black boxes,” making it difficult for security teams to understand,
trust, and validate detection decisions. Research on explainable Al (XAl) in endpoint security is still emerging [9], [17],
[30].

12. Integration with Cloud and Edge Computing

As enterprises shift workloads to the cloud and adopt edge computing, EDR and behavioural biometrics face challenges in
distributed environments, including data synchronization, latency, and heterogeneous security policies [20], [27], [29].
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3. Future Enhancements

Although significant progress has been made in Federated Learning (FL), Blockchain, Homomorphic Encryption (HE),
and Post-Quantum Cryptography (PQC) for IoT Intrusion Detection Systems (IDS), several open challenges remain that
present opportunities for future research.

Although significant progress has been made in Endpoint Detection and Response (EDR), Extended Detection and
Response (XDR), Artificial Intelligence (Al)/Machine Learning (ML), and Behavioral Biometrics, several open challenges
remain that present opportunities for future research:

Adversarial-Resilient Al Models: Current Al/ML algorithms used in EDR are vulnerable to adversarial attacks, where
malicious inputs are designed to evade detection. Future research should focus on building robust and explainable Al
models capable of resisting adversarial manipulation and ensuring transparency in decision-making [9], [17], [25].

Multimodal Behavioral Biometrics: While keystroke dynamics and mouse movements have been widely studied, future
systems should incorporate multimodal behavioral traits (e.g., touchscreen patterns, voice interaction, and cognitive
response times) to improve accuracy and reduce false positives in continuous authentication [2], [8], [19].

Integration with Zero Trust and XDR: Current deployments often operate in isolation. A unified framework integrating
EDR with Zero Trust architectures and XDR can enable holistic visibility across endpoints, networks, and cloud
ecosystems, significantly improving proactive defense [8], [20], [28].

Privacy-Preserving Analytics: Continuous monitoring raises data privacy concerns, particularly under GDPR and global
regulations. Techniques such as Federated Learning (FL), Homomorphic Encryption (HE), and Differential Privacy should
be adapted for endpoint and behavioral biometric data to ensure compliance while maintaining system effectiveness [16],
[24], [31].

Scalability in Enterprise and Remote Environments: As organizations increasingly adopt hybrid work models, endpoint
solutions must scale across heterogeneous platforms (Windows, Linux, macOS, mobile devices). Future research should
focus on designing lightweight, resource-efficient models for large-scale enterprise deployments [6], [12], [19]..

3.2 Research Objectives
1.  Comprehensive Review of EDR Evolution

To analyze the progression of endpoint defense mechanisms from traditional antivirus to behavior-driven EDR and
Extended Detection and Response (XDR), highlighting their strengths and limitations [1], [4], [12].

2. Evaluation of EDR Against Modern Threats

To investigate the effectiveness of EDR solutions in detecting and mitigating ransomware, fileless malware, and living-
off-the-land (LotL) attacks through real-time behavioral analytics [6], [16], [22].

3. Integration of Behavioral Biometrics

To design and implement continuous authentication mechanisms using keystroke dynamics, mouse movement analysis,
and other behavioral patterns as an additional trust layer for endpoint security [2], [7], [19].

4. Application of Al and Machine Learning

To explore Al/ML-driven anomaly detection models for reducing false positives and enhancing adaptability of EDR
systems against stealthy and polymorphic attacks [9], [17], [25].
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5. Zero Trust and XDR Synergy

To develop strategies for combining EDR with Zero Trust architectures and XDR solutions, thereby enabling multi-
layered, holistic security coverage across endpoints, networks, and cloud systems [8], [20], [28].

6.  Privacy-Preserving Data Collection

To ensure that behavioral data used for continuous authentication is collected, stored, and processed in compliance with
data privacy regulations while maintaining detection effectiveness [16], [24], [31].

7. Enterprise Deployment Guidelines

To propose a framework for deploying behavioral biometrics-driven continuous authentication in organizational 1T
infrastructure, particularly in remote and hybrid work environments [11], [20], [27].

4. Conclusion

Endpoint Detection and Response (EDR) has significantly strengthened enterprise security by moving beyond signature-
based antivirus to real-time monitoring, automated response, and behavioral analytics. This evolution has made it more
effective in identifying advanced threats such as ransomware, fileless malware, and insider attacks.

However, EDR still faces limitations, including false positives, difficulty in detecting stealthy LotL techniques, and the
absence of standardized datasets for benchmarking. These gaps reduce accuracy and hinder consistent evaluation of
solutions across enterprises.

The integration of behavioral biometrics introduces a valuable enhancement. By leveraging keystroke dynamics, mouse
movements, and other user-specific patterns, continuous authentication can provide an additional trust layer without
disrupting user experience. When combined with Al/ML-driven analytics and Zero Trust frameworks, EDR becomes more
adaptive, scalable, and resilient against evolving attacks.

In summary, the future of endpoint security lies in developing integrated, Al-enhanced, and privacy-preserving EDR
systems that incorporate behavioral biometrics and extend into XDR ecosystems. This unified approach can deliver
stronger anomaly detection, reduced false alerts, and continuous verification, ensuring enterprise protection in an
increasingly digital and remote-first world.
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